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Abstract
While knowledge may be a key organizational resource, it will only provide sustainable competitive advantage
if it is protected. Understanding of security has expanded to include collaborating with competitors and virtual
relationships, resulting in complex interactions and risks. Individuals form ties with peers and others to
collaborate and create knowledge. However, collaboration can, if not managed and controlled effectively
become a threat to security. Organizations with the ability to protect valuable knowledge have many incentives
to do so. This research investigates the interactions of security and knowledge to develop a model to research
success and failure factors. Knowledge creation depends on sharing and protection, but these interact, as a
secure environment is necessary to create knowledge but knowledge of security is necessary in the provision
of a secure environment. Examples from an on-going case illustrate use of the model.
Keywords: Knowledge, security and information technology

Introduction
Security of corporate assets is more complex as knowledge becomes a key organizational resource. The literature is replete with
examples of security models and policies that provide guidelines for the protection of information [Stallings, 2000] that may be
inadequate for knowledge. However, the information economy has resulted in virtual communication networks and groups
collaborating and competing to create knowledge and competitive advantage [Brandenburger and Nalebuff, 1996]. These
relationships allow individuals and organizations to interact with new partners such as competitors and suppliers to expand their
knowledge bases. Knowledge workers or virtual groups with a common goal can form virtual relationships to generate tacit and
explicit knowledge.
Traditionally, security has been concerned with the protection of assets. Valuable information has always been guarded in order
to retain its worth and provide advantage over a competitor. The increasing value of knowledge means that the complexity of
security solutions needed to guard corporate secrets has increased [Bishop et al., 1997].
This paper develops a model to support the investigation of the inter-relationship between security and knowledge. The research
outlines factors and barriers to effective security and knowledge creation. Security must be sufficient to protect an organizations
knowledgebase but not to restrict the process. A secure environment is necessary to create knowledge but knowledge of security
is necessary for the provision of a secure environment.

Theoretical Foundation
Knowledge
Knowledge is a complex resource, “knowledge is a fluid mix of framed experience, values, contextual information, and expert
insight...In orgnizations, it often becomes embedded not only in documents or repositories but also in organizational routines,
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processes, practices and norms“ Davenport & Prusak, (1998). Knowledge exists within the actors of the firm, making them a
valuable asset [Avison & Fitzgerald, 1995]. As a result a major risk lies in preserving this knowledge, without doing so the
knowledge accumulated cannot be duplicated or made available to less experienced practitioners [Hertog & Huizenga, 2000].
Organizations face the dilemma of protecting knowledge from internal and external risks. Knowledge is acquired through internal
and external relationships. Groups internally cooperate to achieve a common goal, and externally mutually beneficial relationships
are formed [Neville et al., 2002]. Information is gathered through these communication networks cooperating and competing to
possess useful knowledge. Organizations must therefore manage risks in an open network. Knowledge transfer has extended from
passing information from individual to individual [Cantoni et al., 2001] to moving knowledge around the organization (or virtual
organization) or to another [Rutkowski, 1999]. However problems of knowledge creation arise due to lack of education,
employees leaving, and a lack of internal collaboration resulting in duplication of work or internal competition. These arise due
to a lack of management of the communication network or a strict security strategy preventing individuals from knowing what
another is doing. Co-opetition, simultaneously co-operation and competition, involves the sharing of knowledge to gain
competitive advantage [Powell et al, 2001]. Individuals collaborate to combine knowledge and create new knowledge to innovate.
However this type of collaboration or sharing of knowledge can be exploited for competition.

Security
Security encompasses making information systems safe from risks without reducing the productivity of employees [Goldman,
1998]. Security research focuses primarily on risk analysis, checklists and evaluation. Checklists help to outline the technologies
needed to accomplish the requirements of end-users. Traditionally, checklists identify security controls that should be
implemented on computer-based systems. But they are used as procedural requirements for implementation without examining
the implications of the risk regarding knowledge or culture [Dhillon & Backhouse, 2001].
The first step in securing knowledge is to examine potential threats from the internal and external environment. Once threats have
been identified resources are needed to combat them - risk management and evaluation, though a successful security policy needs
to be proactive [Goldman, 1998]. A security strategy is needed to protect knowledge and data resources [Castano et al., 1994].
Security goes hand in hand with dependency and any organization that implements widespread IS and trust relationships with third
parties must accept that it is exposed to both accidental and malicious damage. An effective security model is a key strategic
issue. In particular, the initiative for implementing a programme of risk management must be taken at the strategic management
level and should be treated as an important corporate standard [Whiteley, 2000]. The main tasks involved in developing a security
model to protect the corporate knowledge-base are, first avoiding or reducing the risks through both internal and external
countermeasures (provision of an effective security strategy and culture), and second contingency planning.
Security can hinder and enable collection of data, information retrieval and knowledge creation. The complexity of knowledge
and security is undeniable and the two are intertwined. Security is a vital component in the creativity of a competitive
environment. The reliance of knowledge management and creation on existing and future interrelationships is evident yet difficult
to validate. An organization is viewed as a collection of relationships and knowledge gained as a result [Tiwana, 2001]. Large
organizations with the ability to protect valuable knowledge have incentives to be innovative and therefore remain competitive
even in co-opetition. Technology binds security and knowledge together. Organizations use technology to collect and share
knowledge, while simultaneously protecting it.

Technology
Alavi and Leidner (1999) argued that the importance of knowledge is based on the hypothesis that the barriers to the transfer and
duplication of knowledge award it with enormous strategic importance. Organizations use IT to develop systems that can collect
and manage knowledge. A knowledge base reduces the level of experience needed by managers and improves decision
effectiveness. A ‘true’ knowledge base will allow the acquisition of experience of experts to reduce the loss should the employee
leave. Secure protocols, standards and encryption can protect communication networks and devices such as firewalls and secure
routers filter out possible threats. However, network security and access controls to control internal users is useless if the
organization is devoid of the actors necessary to promote a culture of security awareness and knowledge to limit the threats posed
[Goldman, 1998].
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Research Objective
Given the importance of security and knowledge, it is vital that organizations understand their interaction. This research constructs
and implements a model to assist understanding of the inter-relationship. An additional goal is to investigate the barriers to the
successful implementation. The research investigates security in virtual teams as a factor in the creation and management of
knowledge. Actors combine to form groups, groups merge to form departments, and ultimately virtual partnerships and
competitors. Relationships, internal and external, can hinder and foster knowledge. A security strategy can dictate, frustrate and
protect this fragile network and result in a trade-off between security and productivity.

Research Approach
The research context is that of a single case organization. The research orientation is qualitative and reflexive. A grounded theory
perspective is adopted, and an initial framework incorporating security and knowledge created.
The case firm, Practical Solutions Limited (PSL), founded in 1999, as a virtual firm, links graduates with a range of technical
skills to satisfy the demand for part-time consultancy. PSL’s business model is based on linking knowledge workers to firms
wishing to outsource the development of on- and off-line systems. It displays a rare combination of technical innovation and
commercial awareness. Currently, the staff consists of twelve knowledge workers offering practical experience and skills acquired
from their full-time positions. A primary source of development projects is on-line education systems used to develop employee
skills. Success is based on communication with external groups collaborating to produce software solutions. PSL is built on a
technological foundation, using technology to facilitate the communication and to match skills with requirements. Each contractor
participates on a part-time basis and utilizes the knowledge (tacit and explicit) gained from their current positions to solve another,
possibly a competitor’s, IT problems. PSL uses a network of contacts by email and the web, in the form of discussion forums,
to match a suitable developer to a problem. The case represents one of the biggest organizational security risks, an employee
sharing knowledge for personal gain.

Research Model
Figure 1 outlines the complexity of the different types of networks and relationships that bind an organization together, illustrating
the diversity of internal and external environments. The central components represent an organization case that competes through
collaboration and competition, resulting in beneficial communication and threats to security. Knowledge should be shared to
generate additional knowledge but protected to provide a competitive advantage. The inverted rectangle that encloses the
organization and its internal networks of knowledge workers represents its value net. The upper part of the net deals with
customers and the lower, suppliers, the other players complement or compete. Complementors allow the organization to expand
and promote their market-base to share customer information or offer joint promotions. A secure outer layer is necessary to
support and protect the integrity of the different networks and the knowledge. The outer layer is represented by a continuous
process. The security plan and the IT support is determined by management who are responsible for the policies needed to ensure
adequate monitoring and reactive strategies. The internal and external environment are scanned and audited to determine abuse
or risk. If a risk is identified it is analysed to determine the impact and the strategy to prevent loss of knowledge developed. Once
risks are evaluated they are prioritised, IT resources are evaluated and a plan created to combat the risk.

Knowledge and Security
The need to share knowledge internally and externally suggests a paradox in that in order to create knowledge the firm must
collaborate with others (public knowledge) while sustaining competitive advantage (private knowledge). This section identifies
a set of factors for securing and sustaining knowledge creation.
(1) Organizational Impact: knowledge generation and utilization provides the firm with the ability to target valuable markets.
However the firm must understand its knowledge assets to achieve competitive advantage. Yet a learning environment has
implications for security. The difficulty is the balance necessary in allowing groups (internal/external) to share information
without endangering private (competitive) knowledge.

2042

2003 — Ninth Americas Conference on Information Systems

Neville et al./Knowledge and Security

Risks

Threats

Customer
CONTROL

Factors
Factors for
for Security:
Security:

++Actors:
Actors: IT
IT Mgr.,
Mgr.,End-Users
End-Users
++Knowledge
KnowledgeMapping
Mapping

Barriers to Security:
- Organizational Model
- Management / Culture

Competitor

++Policies
Policies // Models
Models

IFY
NT
IDE

++Level
Level //Control
Control

+ Structure / Culture
+ Network Design / Groups
+ Taxonomy of Knowledge

Complementors

++Network
Network Design
Design// Security
Security

+ Impact on Organization

AUD
IT &

++Structure
Structure// Culture
Culture

++Technology
Technology

Factors
Factors for
for Knowledge:
Knowledge:

MON
ITOR

++ Impact
Impact on
onOrganization
Organization

+ Policies / Models
+ Technology
+ Actors: IT Mgr., K. Workers
+ Security Mapping

Barriers to Knowledge:
- Organizational Model
- Management / Culture
- Security (Level)

- Level / Control

- Level / Control

- Policies / Models

AN
AL
YZ
E

- Network Design / Security

PL
AN

- Technology
-End Users
-Knowledge of Security

- Policies
- Information Technology
-End Users (Group Dynamics)
-Knowledge of Product

Supplier
Lines of communication
Relationships: Internal & External

Human Reliability

Organizational Environment
Figure 1. The Research Model
(2) Structure/Culture: Researchers have [Hertog & Huizenga, 2000], acknowledged that knowledge has undergone extensive
negotiation of meaning. If management promotes knowledge and motivates employees to collaborate, knowledge will be
created. Security must be seen as important as the corporate knowledge it protects.
(3) Policies/Models: are guidelines in the creation of knowledge. Policies provide actors with guidelines to create a knowledgedriven environment and the rules governing external collaboration. However, policies must be enforced.
(4) Actors: If actors are not considered in the design of a knowledge-driven organization it will fail. Employees need to be
educated and motivated in the benefits of sharing and creating knowledge. If they are not, the organization risks loss of
private knowledge. Employees need security awareness training and to be motivated to regard security as important.
(5) Network Design/Group: the hierarchy and trust between internal/external groups can affect knowledge. The greater the
managerial levels the more complex the creation and dissemination process. The communication network mimics the
structure and the interaction in sharing knowledge between teams. Technology is often used to imitate inefficient processes.
The design of network security complements the divisions between groups and the trusted relationships established. The
technical design of a corporate network should allow groups to collaborate but protect against risks that could threaten the
integrity of knowledge.
(6) Taxonomy of Knowledge Security: if the goal is to create tacit knowledge the organization relies on internal actors and their
expertise. Thus knowledge type dictates the complexity of the process of transferal and the security required.
(7) Technology: binds security and knowledge together.
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(8) Knowledge & Security Mapping: are a means of tracing the dependencies. Mapping allows identification of the different
ingredients in the creation of knowledge and the technology or policies necessary to protect and enable its production.

Conclusions
This paper focuses on the inter-relationship between two dependent factors: security is needed to both create and protect
knowledge and if security is to be successful every actor within the case must be aware or possess the knowledge necessary to
identify and control any risk. The research outlines the factors necessary for the successful implementation of both security and
knowledge.
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